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Summary 

This is a rapid, initial consumer review of four tools consumers can use to prevent 

themselves from accessing online gambling. The tools examined are: Gamban, Betblocker, 

Betfiler and GamBlock.  

We developed a framework, based on evidence of what is important in self-exclusion and 

health interventions, with four categories: access, effectiveness, accountability and impact. 

We reviewed each of the products against this framework as ‘expert consumers’, with 

knowledge of gambling problems, product development and health interventions.  

We did not install and test the technical effectiveness of the software in blocking websites, 

but made use of publicly available information and spoke to people in existing networks, to 

find out what it is like to use these products.  

We complemented and verified our assessment against online consumer reviews and 

discussions, on review sites and forums for those experiencing problem gambling.  

The comments are made based on information that is readily accessible to consumers. We 

acknowledge the potential limitations of this, and the need for more research with a range of 

consumers, including to understand the impact. 

The purpose of this review is to provide an opportunity for those providing this valuable 

service, to look at their products through the eyes of a consumer, seeking such tools to help 

them. It is important to recognise this may be the person’s most vulnerable time, trying to 

overcome problems with gambling or disordered gambling.  

The review showed that consumers do very much value self-exclusion tools and tend to use 

multiple kinds of tools together (Gamstop, banking transaction blocking, blocking software). 

Each provides a different, complementary form of protection.  

For the blocking software, there were very significant differences in quality, cost, the cost in 

relation to quality, effectiveness and transparency. In some cases, there seemed to be 

concerningly poor quality and regard for consumers, and potential lack of compliance with 

UK regulations (e.g. data protection, fundraising or charity governance).   

Promotion of such products by organisations, such as treatment providers, regulators or 

gambling companies, should consider what governance, quality assurance and product 

safety tests have been applied.  
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Betblocker has been accredited by the Gambling Commission for funding. For a consumer, 

this may imply quality assurance processes have checked the organisation and its products 

are safe and meet standards.   

We had concerns about Betblocker, which has been made available as a BETA (unfinished 

or test) version, to vulnerable people, provides concerningly low support and service 

standards and may not comply with data protection, fundraising and charity governance 

regulations –  including management of conflicts of inflicts and undue influence from industry 

funders.  

From our review, we believe minimum standards for blocking software are required, for the 

protection of vulnerable consumers. We also believe it would be beneficial for there to be a 

more joined-up and strategic approach from government, the regulator, treatment providers 

and operators, to make available the best and quality assured tools for consumer protection.  
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Purpose   

The project provides a rapid consumer review of a sample of tools which people can use to 

stop themselves from accessing online gambling websites and apps. By consumer review, 

we mean that we reviewed each of the tools as an ‘expert’ consumer, and looked at online 

consumer reviews. Given the short time frame, this is a preliminary assessment, and the 

next phase would need to include the experience and impacts for those who have made use 

of the tools for problems with gambling.   

There are a range of such ‘self-exclusion’ tools available and no independent assessment 

available to help consumers to decide which ones to use.    

● People with gambling problems are in a vulnerable condition and so this kind of 

information should be easily available to them, to support them to take the action 

they need to recover and to make an informed decision about which product(s) is 

best for them.  

● Third parties (such as gambling operators, regulators, treatment providers, etc.) need 

to know which tools would be better for their customers or clients if they are to 

promote such tools or distribute them.   

It is important for the providers of such tools to be able to compare themselves against 

standards that matter to consumers.  

As indicated by the name, self-exclusion is when the individual makes the choice to exclude 

themselves from opportunities to gambling. There are three main types of online self-

exclusion tools:  

● Gambling operator self-exclusion: gambling companies should stop an individual 

from gambling with them if this is requested by the consumer. The Gambling 

Commission has made it a condition of holding a gambling licence that gambling 

companies participate in ‘multi-operator self-exclusion schemes’, whereby people 

can exclude themselves from gambling with all licensed gambling companies in a 

sector at once (there is one for each gambling ‘sector’, i.e., for land-based casinos, 

bookies, etc., and online). 

● Blocking software: this is software that the consumer downloads and installs on 

devices they use to be online, and which stops them accessing online gambling sites 

and apps.  

● Banking transaction blocking: banks limit or block gambling transactions on an 

account at a consumer’s request.  

For this initial review, four blocking software tools were assessed. This category of tools is 

not subject to regulation or quality assurance of any form (financial services are generally 
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well-regulated, and multi-operator self-exclusion is required by the Gambling Commission). 

These four indicate what gambling specific blocking software is available on the market and 

the quality of this market. For this rapid review, we excluded parental blocking tools.   

● Gamban: successfully blocked the largest number of sites in the previous blocking 

software evaluation,1 with a moderate subscription cost, provided by a private 

company based in the UK.  

● Betblocker: not on the market at the time of the previous evaluation (2018), provided 

free by a charity registered in Scotland and accredited by the Gambling Commission 

to receive contributions from gambling companies, in fulfilment of their license 

conditions.2   

● Betfilter: high cost, provided by a private company in Hong Kong. 

● GamBlock: high cost, provided by a private company in Australia. 

Methodology  

We developed a framework to assess the tools against. This is based on: 

● Key ‘touchpoints’ in the ‘consumer journey’ for such tools  

● Evidence of what matters to people with gambling problems when it comes to 

gambling self-exclusion. Given the limited evidence, we included what was available 

on any kind of self-exclusion tool, including land-based self-exclusion, on the basis 

that the underlying consumer’ needs and requirements are the same for any form of 

self-exclusion.3  

● We added what is important for the provision of health interventions, drawing from 

the health and social care regulator, the Care Quality Commission.  

The framework has four components, with subcomponents or ‘touchpoints’ within these.  

 
1 Talbot, A. (2018). Evaluation online blocking software, Winning Moves, prepared for GambleAware,  
2 Gambling Commission, List of organisations to which operators may direct their annual financial 
contribution for gambling research, prevention and treatment 
3 Parke, J & Rigbye, J. (2014) Self-Exclusion as a Gambling Harm Minimisation Measure in Great 

Britain: An Overview of the Academic Evidence and Perspectives from Industry and Treatment, 

Responsible Gambling Trust; Talbot (2018); Chrysalis Research (2017) Evaluation of the Multi-

Operator Self-Exclusion Scheme (MOSES), prepared for GambleAware.  

https://about.gambleaware.org/media/1813/blocking-software-evaluation-findings-report.pdf
https://www.gamblingcommission.gov.uk/for-gambling-businesses/Compliance/General-compliance/Social-responsibility/Research-education-and-treatment-contributions.aspx
https://www.gamblingcommission.gov.uk/for-gambling-businesses/Compliance/General-compliance/Social-responsibility/Research-education-and-treatment-contributions.aspx
https://about.gambleaware.org/media/1176/rgt-self-exclusion-report-parke-rigbye-july-2014-final-edition.pdf
https://about.gambleaware.org/media/1176/rgt-self-exclusion-report-parke-rigbye-july-2014-final-edition.pdf
https://about.gambleaware.org/media/1467/jn175-moses-evaluation-report-final-report-230317.pdf
https://about.gambleaware.org/media/1467/jn175-moses-evaluation-report-final-report-230317.pdf
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Assessment framework  

Access: by this we mean to what extent users feel confident and encouraged to use the 

tool, and the barriers to uptake have been minimised.  

 This includes:  

● information about the product  

● trial and subscription options  

● user support   

Effectiveness: by this, we mean the extent to which it stops access to the online 

gambling opportunities it promises to, without impairing general digital connectedness.  

This includes:  

● ease of sign up and installation 

● how long until it takes effect  

● obtrusiveness and effect on day to day use of a device  

● if a normal user could circumvent and gamble on sites the tool should block, 

without taking drastic measures 

● if it is possible to uninstall through normal means 

● the usefulness of additional functionality (e.g., blocking gambling adverts)  

Accountability:  by this, we mean the extent to which there is transparency in who is 

making or influencing decisions about the organisation and its product, and in terms and 

conditions.  

This includes:  

● Privacy policy and how privacy and personal data is protected 

● Clear terms and conditions and user license  

● Who owns, manages and funds the organisation 

● The organisation's purpose, or vision and values   

Impact: by this, we mean the extent to which user experience and needs are used to 

inform the tool, and impact is defined and evidenced.  
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For the consumer journeys, we assessed each tool against the framework as ‘expert 

consumers’  - approaching each product as if we were a user, but with knowledge of 

evidence and theory on gambling problems, and bringing together our respective expertise 

on digital products and provision of health interventions.  

● Access, accountability and impact: we only used what the provider had made 

available on their website, as the main point of communication with a consumer. We 

did not include information available, for example, on Companies House.  

● Effectiveness: we went as far as starting sign-up for each tool but did not complete 

sign-up or installation. Instead, we spoke to people, via our existing networks, who 

had gone through the process, and made use of publicly available information as to 

how the tool works and what this means for consumer experience of the product. 

This is because of the ethics of falsely signing up to GAMSTOP, limits of time and, in 

some cases, concern about the inability to uninstall software which may impair a 

device or allow data loss.  

To complement our expert reviews with a sense of consumer opinion available online, we:  

● Undertook a preliminary scan of consumer views, by searching for ‘self-exclusion’, 

‘blocking software’ and the names of each tool in the online forums of treatment and 

support providers GamCare, Gambling Therapy and Gamblers Anonymous, and also 

problem gambling on Reddit. Given the time available, this consisted of rapid 

identification of the main themes.  

● Looked at aggregate ratings from general review sites (e.g., Trust Pilot).  

The 2018 blocking software evaluation focused on testing the effectiveness of the product by 

using algorithms to check whether it blocked access to gambling sites on various lists. This 

is not the focus here - rather, it is the wider user experience.  

 

Findings 

Awareness and perceptions of online gambling self-

exclusion  

This section summarises online consumer views.  

Before seeking out a specific product, people need a degree of awareness and 

understanding of ‘self-exclusion’ and belief that it will help them. The 2018 evaluation 
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showed a generally low level of awareness of blocking software amongst those seeking 

treatment, and mistrust that products would indeed work to block access to gambling. The 

extent to which this has changed is not known, but it would appear confusion and 

misconceptions about blocking software packages continue in the market and may be a 

barrier to use.   

Key themes on self-exclusion emerging from the forums for those with gambling problems 

were:  

● People tend to use and recommend to others, multiple self-exclusion tools at once – 

a combination of GAMSTOP, blocking software and/ or banking software. People 

express that they want and need as many barriers as possible.  

● The other ‘exclusion’ technique mentioned frequently is ‘friends and family’ e.g., 

handing over control of money to a partner.  

● The self-exclusion tools must create a strong enough barrier against gambling online. 

People describe a very strong compulsion to gamble and that they need to be 

‘physically’ prevented from doing so.  

● But there is also an important psychological component, in that people feel relieved 

when self-excluding, as they believe they cannot gamble, so the temptation, 

compulsion and preoccupation with gambling, which they experience as highly 

stressful, abates. This gives them space to work on recovery.  

● Self-exclusion is described as a milestone, showing commitment to really wanting to 

stop. 

● In this preliminary scan, self-exclusion appears to be especially important for the first 

phase of recovery – keeping away from the addictive product, somewhat comparable 

to ‘detox’. But people also use self-exclusion to keep and feel safe from gambling for 

the long term.  

● People may ‘relapse’ once or a few times and find ways to gamble. There are 

instances of people displacing their online gambling to land-based gambling once 

they have excluded themselves from gambling online.  

With regards to the specific products:  

● People are not sure of the difference between blocking software packages and ask 

for advice, which may be more or less accurate, and sometimes confuse the 

packages, e.g., Betblocker with Gamban.  

● The information about the blocking software provided by third parties, such as 

BeGambleAware, GamCare or Gambling Therapy can be out of date and does not 

provide an assessment or quality assurance of the tools. GamCare moderators tend 

to promote Betblocker as free but do say there are other tools and price should not 

be the only consideration. GamCare provides links to all four products on their 

website. 



     

  

 

     

Trust Pilot 4/5 375 Reviews4 3/5 1 Review 3/5 5 Reviews 2.1/5 21 Reviews 

Google reviews 4.3/5 24 Reviews N/A N/A N/A 

Google Play Store 3.7/5 72 Reviews N/A N/A 3.2/5 18 Reviews 

Apple App Store 5/5 7 Reviews 1/5 10 Reviews N/A N/A 

  

 
4 70% of reviews are 5/5 
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Number of devices 15 Unlimited 1  1 / license 

Cost / year £24.99 Free $69.95 $10.49 to $782.75 

Windows Yes Yes Yes Yes 

iOS Yes Yes Yes Yes 

macOS Yes Yes No Yes 

Android Yes Yes Yes Yes 
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How it works Automatically changes the 
DNS.  

Modifies the host file and 
uses a VPN.  

Modifies computer settings and 
downloads a configuration file with 
website names that internet traffic is 
monitored against.   
 

Monitors the screen for gambling-
related information, at which point it 
closes the browser and or 
computer. 
 

Install Simple two clicks on their 
website. Need to clear 
cache and restart the 
computer.  

Download the file from their 
website, install the file and it 
should run.  

If you manage to navigate the 

website and download the right 

product for your device, the 

installation seems straightforward. 

GamBlock’s website is difficult to 
navigate, more so finding the 
product that is right for you. To 
install GamBlock you will need to 
give it full administrator access to 
your settings and the installation 
process has multiple steps. 

Time before it 
works 

Instantly Instantly Instantly Instantly 

Uninstall /  
leaving 
 

Gamban is difficult to 
uninstall and cannot be 
removed without technical 
knowledge.  
 
‘Please be aware that as 
per our terms and 
conditions, we do not allow 
early uninstallation of 
Gamban’ 

Betblocker is difficult to 
uninstall and cannot be 
removed without technical 
knowledge.  
 
‘Once a Gambling Self-
Restriction has been 
activated it cannot be lifted. 
Even uninstalling the tool or 
deleting the files associated 
with the tool will not lift the 
restriction.’ 

Betfilter is difficult to uninstall and 
cannot be removed without 
technical knowledge.  
 
‘During the license period, you will 
not be able to uninstall Betfilter. 
This is to prevent any 
attempts of Gambling from a PC or 
Mac with Betfilter installed.’ 

Uninstalling the software from your 

computer is almost impossible, and 

requires high-level technical skills. 

Even formatting the computer will 

not remove the software.  

Word of caution: if you install this 

software, you will not get it off your 

device without professional help. 
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Circumvent5 
 

4/5 Can be circumvented 
by using certain VPNs 

2/5 Changing date will 
disable the block.  

2/5 Installation guide states that you 
should remove all apps that have 
built-in browsers as these cause 
loopholes. This includes Gmail, 
Facebook and Twitter.   

4/5 Very difficult to circumvent with 
the versions in the highest price 
ranges.  

Sites blocked 50k6 127177 No information available. No information available. 

Categories of 
sites blocked 

Licensed and illegal 
gambling, skins and 
Esports betting, 
cryptocurrency.  

Licensed and illegal 
gambling sites  

Sites for gambling with real money: 
casinos, poker, sports betting, slots, 
lottery 

Spread betting, fantasy games, 
lotteries, bingo, sportsbook, 
sweepstakes, gambling software. 

 

 

 
5 Information about circumvention will be removed from the presentation document. Information on circumvention ranking kept in a separate report so as to 
not cause detriment if shared. 
6 https://gamban.zendesk.com/hc/en-us/articles/360002049098-Installing-Gamban-On-A-Windows-Computer 
7 https://betblocker.org/#contact-section (taken on 04/05/20) 

https://gamban.zendesk.com/hc/en-us/articles/360002049098-Installing-Gamban-On-A-Windows-Computer
https://betblocker.org/#contact-section


  
   

Consumer journeys  

 

 

Summary: Information on the website is clear and easy to find. 

The seven-day trial and option of £2.50 for a one-month 

subscription make the initial purchase an easy commitment. 

The process of installing Gamban is simple. The software is 

unobtrusive and if anyone else is using the device, they would 

not notice. There could be more on consumer views and how 

these inform the product, and on who owns and manages 

Gamban.  

Access 

 

Information   

The Gamban website is simple, uncluttered and easy to find your way around. The landing 

page states clearly what the product is for - to block access to online gambling on all your 

devices. Overall, the ‘Support’ pages covered the questions that came to mind. Sections 

were corresponding to the stages of interacting with the product, e.g., before purchase, 

installation, use, payments and subscriptions, uninstallation, etc. 

The ‘Product’ page combines information for individual uses and for third parties (e.g., 

operators or treatment providers, etc.) who wish to distribute Gamban to customers or 

clients. This seems somewhat confusing, and content could be separated out and marked as 

for the two different Gamban client groups. Individual users may benefit from information 

tailored to them and demonstrating understanding of their needs and concerns, with the user 

reviews and video ‘Danny’s story’ more prominent. The home page does not seem to show 

that there are options for third parties to distribute, and there could be more information on 

the website for third parties on how this works and the benefits.   

Trial and subscription options   

There is a test to check the compatibility of the device you are using to access the site, with 

the blocking software. Gamban offers a seven-day free trial, so you can test before you 

commit to purchasing. These seem two practical ways to overcome concerns which might 

get in the way of a purchase.  

Gamban has a monthly rolling subscription, described as ‘cool off’, for example, after a big 

loss, for £2.49. It also offers an annual subscription, saving 15%, described as exclusion, for 

longer term protection. This means minimal upfront financial commitment, the potential 

appeal to a wider market, and more control for the user, but the risks of the consumer 

backing off the exclusion are unclear.  

https://gamban.com/
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Payment is via Braintree Payments, or Google Pay or Apple Pay. To prevent automatic 

renewal, you have to remove your payment details. Gamban does send notifications about 

expiry or renewal. It does not seem to provide any mechanisms, e.g., a few days cooling off, 

or a self-reflection tool, to help users check they are ready to have access to gambling 

again.  

User support  

Gamban promises support via email or live chat. It is not entirely clear when this is available 

and how soon a response can be expected - some sections say 9-5 pm, and some that the 

response is immediate. It would help to make clear what clients can expect from support 

upfront.  

Effectiveness  

Sign-up and installation are straightforward. There is a link to start the seven-day free trial. 

Clicking the link takes you to a registration page that requires a first name, email and to set a 

password.  

After this, you have to choose the software to download based on your operating system. If 

you are uncertain as to which one to download, Gamban shows you what device you are 

using. You need to clear the browser cache and restart the device, then blocking comes into 

effect from the start. When attempting to access gambling websites, there is a normal error 

message, as if the website were not working. This means that someone else could use the 

device and there would not be any visible signs there is a blocking software installed. If 

people have not cleared the browser cache, they may be able to see a gambling website, 

but will not be able to gamble on it. The software was unobtrusive and easy to use. There 

are no changes to the device after installation.  

There did seem sometimes to be a problem on some mobile operating systems when 

consumers moved from Wi-Fi to 4G.  

Circumventing seems difficult. You can get around the block by buying third-party software. 

This is not easy and not something we envision a normal consumer would do.  

The consumer cannot uninstall Gamban via usual uninstall processes. Gamban, as per their 

terms and conditions, does not allow early uninstallation. 

Other functionality  

Gamban does not block adverts.   
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Accountability   

The privacy policy and terms and conditions are available and clear.  

It is hard to know from the website who owns, manages and funds Gamban. There is 

mention of Beanstalk, and company and ICO number are in the Privacy Notice, but there is 

no further information on the company or its managers.  

The vision, mission, and values of Gamban, why it is providing this service for gamblers and 

the reasons for charging, could be included.    

Impact  

There are consumer reviews, and a short video of ‘Danny’s story’, but there could be more to 

show how users are taken into account and at the centre of the organisation and product. 

Information on how Gamban believes the product helps, its relationship to other exclusion 

tools and treatment and making available any evaluation and research on effectiveness and 

impact could help strengthen credibility. 

Further help  

The ‘Get Help’ section signposts to sources of help in the UK and provides brief information 

on suicidality and seeking treatment, but it is not clear if this has been checked by an expert, 

e.g., clinician. It also signposts to other exclusion tools - GAMSTOP and banking transaction 

blocking.  



  
   

 

 
Summary: Information on the website seems confusing and 

hard to find. The impression was given that problem gamblers 

are not trusted, and if people have problems with the product, 

they are on their own. Betblocker supports the widest range of 

operating systems of the blocking software we looked at. 

However, it seems to be linked to stuttering and crashes on 

devices. Betblocker says it is linked to a gambling complaint 

arbitration service and a company that markets gambling, but 

there is no information on the charity’s management. There are 

what appear to be very low commitments to service standards 

in the privacy policy and terms and conditions. Whether there is 

compliance with data protection and fundraising regulations is 

unclear.  

Access 

Information   

The Betblocker website appears not yet fully developed. Information is hard to find and hard 

to follow, and there are spelling and grammar errors. 

The information emphasises that the tool is free from fees and adverts, stating Betblocker 

was developed as the existing tools all required subscription, whereas Betblocker ‘do not 

want to profit from addiction issues’ - statements which may foster mistrust in competitors. 

Betblocker also claims it meets regulatory standards in Malta and from the Gambling 

Commission, potentially misleading consumers that it is equivalent to an official regulatory 

scheme.  

Betblocker says the tool is still in beta version, i.e., not yet complete but released for 

feedback. While this is accepted practice in software development, the ethics of testing a 

product for a vulnerable group by opening its use to the general public, without any controls 

or checks, is questionable. This is especially as there are no major disclaimers highlighted 

on the site and no clear processes for obtaining consumer feedback to develop the product.   

When you down get to the Frequently Asked Questions (FAQ) - below the download buttons 

- there is confusing and concerning information, which people, especially if vulnerable, may 

not read or comprehend before installing, or if they do, it may put them off.  

● It is difficult to distinguish between the process for using the tool for self-exclusion 

and parental control and whether these are the same or different products. 

● The FAQs state the tool does not require any personal information from users 

(names, phone numbers, names, etc.). It states this is because ‘gambling addiction 

https://betblocker.org/
https://betblocker.org/
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can be an embarrassing thing to confront’ and ‘because we cannot do that without 

being accused of using this service to create a marketing list of gamblers with 

addiction issues’. That the charity is not able to vouch for its own trustworthiness with 

such data is a concern. In addition, if a user needs support, they do then have to 

provide an email address.  

● Betblocker emphasises that under no condition will it uninstall the product. However, 

it also acknowledges that there are technical issues, they do not have a customer 

support team, providing a solution may take some time and the app affects battery 

life. If you choose to exclude for life, you need to set a password in case you want to 

end use of the product after five years. As there is no user account system, this 

cannot be reset if you have forgotten it, five years later. It also states the tool will 

prevent access to local networks.  

Not uninstalling is also policy for other blocking software and seems important for a tool to 

exclude someone from gambling. But Betblocker gives the impression gamblers are 

untrustworthy in all instances if you have a problem you are on your own, and that the tool 

may interfere with a consumer's general digital connectedness.  

Trial and subscription options  

There is no ability to check compatibility with your device. 

It is free and there is no trial. Exclusion periods can be set from 24 hours to 5 years to 

forever, and it states this can be extended with immediate effect by the user within the app.  

In general, how you end your use is confusing and unclear. Up to a month, the exclusion will 

automatically end. This allows ‘cooling-off’ use, in addition to longer-term exclusion, although 

this is not stated. From two months to five years, the product will continue indefinitely, unless 

you specifically deactivate it, in which case it will continue for seven days to give you time to 

change your mind. It is not clear how you request deactivation, and, as above, it may raise 

concerns that you are stuck forever with a piece of software with bugs which affects your 

devices.   

User support  

The site says that ‘we do not have a source of revenue’ so the Betblocker does not have a 

customer support team. ‘We will endeavour to respond to your request within 24 hours, but 

response times can vary, including the volume of support requests we are receiving and the 

availability of a team member to respond’. This is an unclear service standard, and it is not 

transparent who is responding to requests.  
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Effectiveness  

As Betblocker is free software, you can install it on as many devices you want and there is 

no payment portal to go through. You can find the download file for the supported operating 

systems. Whilst there is no support available to help you choose the right one if you don’t 

know what system you’re using, it does cover all major operating systems, including Linux 

and Fire OS. After downloading the correct version, run the installation file and follow the 

instructions on the screen to install it on the device. Once a timeframe is chosen and 

permission is given, the blocking automatically activates.  

There seem to be a few issues where the app was either slow, crashed or stuttered. With the 

programme still in its beta version, this could be a sign of issues that they still have to work 

through.  

It seems possible to circumvent the blocking by simply changing the date of the device to 

after the product period would end. This tricks the programme into thinking our self-exclusion 

period passed and allowed us to gamble as normal. It seems unlikely most consumers would 

think of doing this.  

Attempting to uninstall the app through normal means does not work.  

Other functionality  

You can add your own list of websites to the block but cannot then unblock them.  

A gambling advert blocker is provided, but there are concerns that this results in blocking 

Youtube, Facebook and anything else that BetBlocker thinks might try to show gambling 

advertisements, which may undermine use.  

Accountability   

Privacy policy, terms and conditions and end-user license agreement are provided, but 

contain concerning content:  

● ‘BetBlocker its subsidiaries, affiliates, and its licensors do not warrant that a) the 

Service will function uninterrupted, secure or available at any particular time or 

location; b) any errors or defects will be corrected; c) the Service is free of viruses or 
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other harmful components; or d) the results of using the Service will meet your 

requirements’.8   

● ‘While we strive to use commercially acceptable means to protect your Personal 

Information, we cannot guarantee its absolute security. As such we make no 

warranties as to the level of security afforded to your data, except that we will always 

act in accordance with the relevant UK and EU legislation’.  

● The privacy policy does not state that statistics will be used to promote industry 

donors (see below).9 

It is not transparent how Betblocker is managed and funded. The site states Betblocker is a 

charity registered in Scotland. But there is no information on the charity’s trustees or staff.  

Within the FAQ it states ‘Betblocker is paid for by a group that market online gambling 

services. It would be entirely unethical for such a group to gather contact information for 

users of a tool of this nature’.10 The name of this company is not stated. That a funder may 

somehow obtain or require consumer data from a charity is a concern.  

The site solicits donations, but it is not clear it complies with fundraising regulations. This 

includes asking for individual and corporate donations: 

‘Industry donations are the life blood of BetBlocker. With far deeper pockets than the people 

we help, the goodwill of gambling companies allows us to keep protecting those vulnerable 

individuals whose lives have been negatively impacted by gambling. 

We are always ready and willing to work in partnership with those operators that choose to 

support this service by providing quotes and statistics to compliment any media campaigns 

to highlight the socially responsible actions that your group has taken in donating to support 

this service. 

Alongside this we can offer – for those groups making more significant donations – a range 

of exclusive media opportunities. You could choose to fund the development of a new 

feature to improve the usability of security of the app. Or help us provide a support agent for 

a defined period of time. This latter option is particularly attractive if you are looking to 

engage a Responsible Gambling based media campaign is a specific geographic region – by 

funding a customer support agent fluent in that regions local dialect you facilitate BetBlocker 

in reaching more users while also showing a commitment to protecting vulnerable users is 

that specific jurisdiction. 

 
8 Betblocker Terms and Conditions 
9 Betblocker Privacy Policy  
10 See ‘How do I reset my password if I forget it’ 

https://betblocker.org/terms-and-conditions/
https://betblocker.org/privacy-policy/
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At BetBlocker we are open and flexible to ideas and suggestions related to how your 

company can maximize the social and regulatory recognition you receive out of any 

contribution you group are willing to make’.11 

There is a potential conflict of interest between user needs and serving industry regulatory 

and social responsibility requirements, and no indication of how relationships with gambling 

industry funders are managed.  

Impact  

The website does not include any feedback from users. The information provided tends to 

talk about people experiencing problems with gambling in a somewhat old-fashioned way, 

not necessarily evidencing recognition of user’ choice and agency. ‘Gambling addiction is a 

condition that is commonly associated with an inability to control one's impulses to wager. 

That being the case this tool would be ineffective at preventing gambling relapses if you 

could disable it’  In general, provision of what seems to be a tool and service of minimal 

quality seems disrespectful of people experiencing problems with gambling.  

There is no mention of research or evaluation or input from clinical experts.  

Further help  

There is no information on other forms of help beyond self-exclusion.  

The information on GAMSTOP in the FAQ highlights how to access gambling once enrolled, 

by providing a link to a page with casinos not on GAMSTOP. This may undermine the 

GAMSTOP scheme, and is potentially highlighting how people can find ways to gamble once 

self-excluded:  

‘However, these regulator run self-exclusion schemes only extend as far as gambling sites 

that are licensed in that country. With hundreds, if not thousands, of rogue gambling 

operators accepting players without a license that will not be covered by the national self-

exclusion schemes, there are cracks in the protection being offered. Fortunately, BetBlocker 

does not base its restriction on any individual countries licensees. In fact we try to cover all 

gambling operator sites with or without a license. So even casinos not on GAMSTOP or 

Spelpaus will be restricted’.  

 

 

 
11 Betblocker donations 

https://thepogg.com/non-gamstop-casinos-2/
https://thepogg.com/non-gamstop-casinos-2/
https://betblocker.org/donations/
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Summary: The website contains claims which seem 

unsubstantiated or misleading. The pricing is very complicated 

and expensive, especially if you need products for several 

devices. You have to uninstall some of the most used apps 

(e.g., social media), as in-app browsers can be used to 

circumvent the blocking. This, combined with not being able to 

use the task manager, significantly limits the usability of your 

device. Betfiler is from a private company based in Hong Kong, 

who say they have developed the product with a treatment 

provider and ‘tested’ it on gamblers, but there is no research or 

evidence of this. It does not seem to be GDPR compliant and 

terms and conditions are not available on the website.  

Access  

Information   

The website contains a number of claims which seem to be unsubstantiated or misleading:  

● ‘Betfilter: The #1 Selling Anti-Gambling Software of All Time! With over 100,000 

Downloads, Betfilter is the most complete and trusted anti-gambling software on the 

market’. 

● ‘The Only Anti-Gambling Software available for Windows’. 

● ‘Recognised By The Worlds Largest Organisations and Companies!’ It is not clear 

what this means, but the list includes regulators, gambling companies and treatment 

providers, such as GamCare.12  

The website is hard to navigate and not well-maintained. It appears it was last updated in 

September 2017.  

The information on the support pages is hard to find your way around and several of the 

most popular items relate to uninstalling and getting refunds. 

Trial and subscription options 

Betfilter no longer provides a free trial period ‘simply due to the extra maintenance work 

connected to updating each Trial Version’. The pricing scheme is complicated and 

confusing.  For some kinds of operating system, one license covers all devices, for others, 

 
12 http://www.betfilter.com/ 
 

http://www.betfilter.com/
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you have to purchase a licence for every device with that operating system. So it is 

potentially expensive to cover all your devices.  

It's hard to tell, but it seems the website only sells the Windows version, or at least the other 

versions do not appear on the purchase page. Versions are available through Google Play 

or the Apple Store. There are consumer concerns regarding automatic renewal without 

notification, and Betfilter’s response is that this is to do with Google and Apple terms and 

conditions, which the purchaser should have read.   

User support  

There is nothing evident on the website about a support desk or response expectations, 

beyond a contact form.  

Effectiveness  

While Betfilter offers multiple different solutions only one is visible at the point of making the 

purchase. There are very few online resources, making it very unclear which product you are 

buying and if it will work for your device.  

The installation guide states that one should remove all apps that have built-in web 

browsers, as these can be used to circumvent the block. This means that Facebook, Gmail 

and Twitter apps all would need to be uninstalled for the product to work. Access to 

Facebook, Gmail, Twitter, etc., have to take place by your web browser. Furthermore, the 

installation guide also informs you that you can no longer download or install any other third-

party apps, as the blocking software restricts any means of downloading them. 

In layman's terms, this means that your device is now extremely limited in what it can do and 

you can no longer download any new apps. Given we are in the ‘digital age’, this may well 

be a step too far for consumers.  

This information on the impact on your devices seems only available on installation and does 

not seem to be made clear on the website.  

Attempting to uninstall Betfilter through normal means did not work and one has to wait for 

the license period to end before removing it.  

Other functionality  

It includes a gambling advertisement blocker for Windows, promoted as funded by Kindred.   
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Accountability   

There are no user license conditions or terms and conditions available on the website. There 

is no privacy policy and Betfilter does not appear to be GDPR compliant.  

The ‘About Us’ page explains the ‘software program Betfilter is owned by GPHP Group 

Limited located in Hong Kong. The owners and investors have many years of experience 

with the development of software solutions and online sales’...Betfilter has been developed 

and tested in cooperation with “Center For Ludomani” in Denmark. “Center For Ludomani” is 

the oldest and largest of its kind in Scandinavia providing help and treatment for compulsive 

gamblers’.  

There do not seem to be links to this centre from the Betfilter site. The Center for Ludomani 

states it is independent and publically funded, but there is no mention of Betfilter on its 

website.   

Betfilter explains ‘our software is not free, because developing, maintaining and supporting 

blocking software requires a lot of resources, time and money. Furthermore, we are a private 

company and do not get any kind of help or funding from Governments, Organisations, 

Charities, etc. We therefore simply have to cover our costs to ensure sustainability. We also 

want to be here tomorrow to help problem gamblers :-)’.13 

However, the website elsewhere states it has funding from the gambling company Kindred 

for product development and does not state if there are other gambling industry funders.  

Impact  

The site states: ‘Betfilter is specially designed to stop gambling. Betfilter has been tested on 

people with real gambling problems. The software is developed in close cooperation with the 

Center For Ludomani in Denmark.’14  

This seems to attempt to indicate clinical efficacy has been assessed. However, there are no 

research or evaluation reports provided to confirm this is the case. This may also be a 

somewhat alienating way to talk about people with problem gambling. There are 

‘testimonials’ from treatment providers and users, but these seem more like commercial 

promotion than being focused on the needs and experiences of users.  

 
13 https://betfilter.helpscoutdocs.com/article/23-why-is-your-software-not-free 
14 http://www.betfilter.com/about-us/why-betfilter/ 

http://www.betfilter.com/about-us/
https://www.spillemyndigheden.dk/en/treatment-centre/center-ludomani-kobenhavn
https://betfilter.helpscoutdocs.com/article/23-why-is-your-software-not-free
http://www.betfilter.com/about-us/why-betfilter/
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Further help  

The site signposts to various sources of help across the world. Some text seems close to 

perpetuating ‘gambling myths’, e.g., regarding luck: ‘Gambling has become an acceptable 

and regular part of our society. Gambling is entertaining, it’s exciting – and there’s money to 

be won. If you’re lucky, of course, which only very few people are!’ 15 

 

 

 

 

 

The website is difficult to navigate and it’s hard to get an 

understanding of the product from a user point of view. There 

are different packages, at different costs, but the difference 

between them is unclear. There is some indication 

consumers are dissatisfied with the responsiveness of user 

support. Installation seems complicated. GamBlock limits the 

day to day usability a device. It will monitor the device and 

close applications, and sometimes the computer after certain 

actions are registered, such as trying to access the task 

manager or browsing websites with gambling-related content. 

Uninstalling the software is almost impossible and requires 

high-level technical skills. Any request to uninstall is 

dismissed as being because a person is trying to gamble. 

Information on who owns and manages the company is not 

evident. It may not be GDPR compliant.  

Access   

Information  

GamBlock’s website is difficult to navigate. The information is hard to follow and there feels 

like an overwhelming amount. The site tends to use technical language, which may make 

the product sound impressive to consumers, but it is difficult to know what it actually means 

for the person and their experience of the product. As one example:   

 

‘Question: How do I hide GamBlock® from other people? 

Answer: GamBlock® Features can hide GamBlock® from other people by selecting Activity 

Image, Activity Message, Countdown Image, Countdown Message and Renewal Message. 

GamBlock® Features can be safely moved from the Windows Desktop and be used from 

another location or even removable media such as a USB flash drive for example’.16  

 
15 http://www.betfilter.com/resources/what-is-problem-gambling/  
16 http://www.gamblock.com/questions/miscellaneous/how-do-I-hide-gamblock.html 

http://www.betfilter.com/resources/what-is-problem-gambling/
https://www.google.com/url?sa=i&url=https%3A%2F%2Fonlinepoker.ro%2Farticole%2Finitiative-impotriva-dependentei%2Fgamblock%2F&psig=AOvVaw2R2AQWJDEvBy_v8PuaZ1Gv&ust=1588802400432000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCND_zafcnekCFQAAAAAdAAAAABAI
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In general, the website reads like a technical user manual, for someone with significant 

technical knowledge.  

The tool is also directed at organisations like schools or employers, ‘Corporations, Local 

Government, Government and Institutions to protect their businesses and staff from the 

dangers of Internet gambling’, by blocking gambling across their network.17  

Trial and subscription options 

GamBlock offers a myriad of pricing options for each device in a single long list. The different 

packages, and costings, come with different levels of protection – seemingly meaning that if 

you want the full protection, you have to pay the full price. It is unclear what the different cost 

levels will offer.  

 

Purchase is via the WorldPay payment system, and this is the only means, as the site 

advises if you cannot use WorldPay, you should ask another person to purchase GamBlock 

on your behalf. 

User support  

The site explains user support is available by telephone. However, you need to fill out a form 

so they can call you back when they are available, and it does not seem to indicate how long 

this is expected to take. Support is also available by email. There are indications consumers 

are not pleased with the product or service. The product is impossible to uninstall without 

professional technical expertise and affects the usability of the device (see below). But 

GamBlock indicates they will not uninstall the product if requested, as they believe this is a 

problem gambler seeking to gamble. This feels disrespectful of agency and choice and 

means consumers can be stuck with product they do not want because they are ‘problem 

gamblers’.  

 

‘Due to the inordinate number of emails we receive requesting the removal of GamBlock® 

during a license period and other non-genuine queries, we do use templates when required 

in order to make technical support sustainable; however, except where noted, all 

correspondence is read and responded to by a staff member, which include a valid email 

address, do not request the removal of GamBlock®, do not contain offensive language and 

contain legal content. 18 

 

‘Question: Do you ever terminate technical support? 

Answer: Yes. If our instructions are continually ignored it becomes unsustainable to provide 

technical support and impedes our ability to provide technical support for those requiring 

genuine technical help; however, once our instructions are followed, we resume technical 

 
17 http://www.gamblock.com/questions/gamblock-guiding-principles.html 
18http://www.gamblock.com/questions/miscellaneous/email-templates.html; also 

http://www.gamblock.com/questions/miscellaneous/not-responding-to-emails.html 

http://www.gamblock.com/questions/miscellaneous/email-templates.html
http://www.gamblock.com/questions/miscellaneous/not-responding-to-emails.html
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support…. Please note: Terminating technical support does not mean that we will remove 

GamBlock®.19  

Effectiveness  

If you manage to download the right product for your needs, the installation process seems 

complex. To install GamBlock you will need to give it full administrator access to a range of 

settings and the installation process has multiple steps.  

When active, GamBlock will then monitor the device and close applications, and sometimes 

the computer, after certain actions are registered, such as trying to access the task manager 

or browsing websites with gambling-related content on them. This significantly limits the 

device in its day to day use.  

You can no longer access the task manager and pressing CTRL, ALT, DELETE will restart 

the computer. This is done to prevent you from being able to close the application. However, 

it also means you cannot close any other applications and you lose any functionality you 

would normally have from the task manager.  

Uninstalling the software from your computer is almost impossible and requires high-level 

technical skills. Even formatting the computer will not remove the software. If you install this 

software, you will not get it off without professional help. 

The site provides a great deal of detail about the technical approaches used by other 

gambling blocking software and the different ways someone might try and get around 

software blocking, that will not work with GamBlock – perhaps unethically providing a 

resource for consumers to bypass other products.20  

On iOS, they do not offer an application or profile solution. Instead, you can either buy a 

device with their setting already installed on it, or you can go through the following process. 

You will need to speak to customer support who will then need to remote connect to your 

Mac computer and access your phone through it. They will then wipe your phone and use 

the Apple configurator to load a configuration that will block gambling.  

 
19http://www.gamblock.com/questions/miscellaneous/terminate-technical-support.html  
20 http://www.gamblock.com/product.html; http://www.gamblock.com/questions/removing-
gamblock.html  

http://www.gamblock.com/questions/miscellaneous/terminate-technical-support.html
http://www.gamblock.com/product.html
http://www.gamblock.com/questions/removing-gamblock.html
http://www.gamblock.com/questions/removing-gamblock.html
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Accountability   

There are legal notices and a privacy statement, although it is not clear GamBlock is GDPR 

compliant.  

There are various bits of information about GamBlock Pty Ltd, the organisation, spread 

across the site, and it is hard to connect for a full picture or find out who owns and manages 

GamBlock. Written requests for support are directed to a PO Box in Victoria, Australia. 

Information includes: ‘GamBlock® is committed to helping problem gamblers…GamBlock® 

makes a real contribution to saving people's relationships, livelihoods and in extreme cases, 

lives’. 

‘Question: Do you take direction from anyone? 

Answer: No.GamBlock® is a 100% privately owned business funded entirely from its owner's 

pockets or from subscription revenue from customers. Here at GamBlock® we are not 

influenced by external third parties and take no direction from anyone. GamBlock®’s 

development and focus are on meeting GamBlock® users’ requirements. GamBlock® is a 

unique system that has a history of results.21 

GamBlock does appear to solicit partnerships from gambling companies: ‘GamBlock® 

strongly believes that working in partnership with gaming providers can create a safer and 

more pleasurable experience for all’. 22 Aside from the general assurance given above, there 

does not seem to be further information on such partnerships or how potential conflicts of 

interest or undue influence are managed.  

Impact  

GamBlock provides a long list of ‘testimonials23’ from people across the world on their site. 

While this may not be the case, it is not clear that they are from genuine or verified users 

and are generic and overwhelmingly positive. This is to be contrasted with the predominantly 

negative reviews on other sites, for example, Trust Pilot:  

 
21 http://www.gamblock.com/questions/gamblock-relationships/do-you-take-direction-from-
anyone.html  
22 http://www.gamblock.com/questions/gamblock-guiding-principles.html  
23 http://www.gamblock.com/testimonials.html  

https://uk.trustpilot.com/review/www.gamblock.com
http://www.gamblock.com/questions/gamblock-relationships/do-you-take-direction-from-anyone.html
http://www.gamblock.com/questions/gamblock-relationships/do-you-take-direction-from-anyone.html
http://www.gamblock.com/questions/gamblock-guiding-principles.html
http://www.gamblock.com/testimonials.html


29 

 

 

 

 

 

 

 

 

 

 

 

 

Any research and evaluation of GamBlock are not evident on its site.  

Further help  

GamBlock signposts to treatment and support organisations across the world. For the UK, it 

does not include GamCare.  
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Conclusions  

This was a rapid, preliminary consumer review of a selection of four tools for self-exclusion 

from online gambling, but which does allow us to draw some early conclusions and identify 

areas for further investigation.  

The next phase would need to include obtaining the views, experiences and, in particular, 

impact, for a range of potential and actual consumers.  

It appears important to look further at the relationship between the different types of self-

exclusion tools – operator self-exclusion schemes, blocking software and bank transaction 

blocking. Each self-exclusion method has strengths and limitations. None are fool proof, and 

each can be circumvented with a different degree of difficulty. It appears important for the 

tools to be used in combination, and there is evidence from consumer forums that this is the 

view of consumers, and what they are tending to do.    

Of all the available blocking software products, Betblocker was not included in the 2018 

evaluation of blocking software, as it was not yet on the market. As Betblocker has acquired 

accreditation by the Gambling Commission, and other software may or may not have been 

kept up to date, it could be important to repeat the algorithm testing of the extent of websites 

blocked by each tool, as undertaken in this earlier evaluation.  

We want to highlight the importance of unobtrusiveness and the problem of having an app 

that significantly degrades the general usability of a device and a person’s ability to be 

‘digitally connected’. This is a criterion not included in the 2018 evaluation of effectiveness 

and appears to be an issue for GamBlock and BetFilter (and potentially Betblocker, although 

this may be due to bugs in the BETA version).  

Through undertaking our expert consumer journeys and looking at consumer reviews, one 

thing became very striking, the considerable variation in the quality of gambling blocking 

software available on the market, and in some cases, what appears to be – from our initial 

review – a potentially worrying absence of quality, when assessed against our framework.  

This may be a particular concern in relation to Betblocker, which has been accredited for 

funding by the Gambling Commission, and hence a consumer may be under the impression 

the regulator is warranting its quality and safety.  

Gamban received the highest level of positive consumer reviews in online forums, provided 

easily accessible and clear information for consumers, was unobtrusive and blocked by far 
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the most extensive number of sites, including licensed, unlicensed and emerging gambling 

opportunities (e.g. Esports).  

There is a wide difference in cost and cost in relation to quality. Betfiler and GamBlock are 

expensive, but, although pitched as premium products, appear intrusive, affecting the day to 

day usability of a consumer’s device. Gamban is provided at a minimal or moderate cost and 

provides the least intrusion and most extensive blocking. Betblocker is free, may be of 

questionable quality. It could be a concern that because it is free, Betblocker may have 

uptake, when its quality and safety is unclear.  

We also want to draw attention to the importance of assessing the accountability, 

transparency, management, and service standards of the organisations providing such tools 

to vulnerable people, as a basic principle of assuring quality and safety in health 

interventions. This were not in the scope of the 2018 evaluation, and arguably this has led to 

continued signposting of consumers to poorer quality products, delivered by potentially 

problematic providers.  

In the case of all the tools, there could be more information accessible about the 

organisation which provides it, management and funding. It also seems more could be done 

to use consumer experience, research, and evaluation to inform user-centred improvement 

and development.  

However, GamBlock, Betblocker and Betfilter appear to raise concern, in that they may not 

be compliant with UK regulation (e.g., data protection and fundraising), and their governance 

is not clear, in particular in managing influence from industry funders. Whether they are 

potentially misleading or even causing harm to consumers warrants further investigation.  

In the case of GamBlock, BetBlocker and Betfilter, it appears that consumers may be denied 

refunds or assistance to remove the device, with limited user support, while the products 

significantly impact the everyday use of a device. This is done based on the policy that if a 

customer asks to uninstall, they must be trying to circumvent their self-exclusion to gamble, 

rather than being unsatisfied with the product. It seems gamblers may be stuck with products 

they do not want, in contradiction of consumer rights, because they are gamblers. It is very 

much hoped that this is not a deliberate mechanism deployed to provide a low standard 

product without accountability.  

Betblocker is the only product provided by an organisation with charity status. Its apparent 

lack of compliance with good practise in charity governance, including in relation to industry 

funders, highlights that registered charity status on its own does not guarantee an 

organisation is doing good.   
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It is of concern that products for vulnerable people are made available with no quality 

assurance or assessment to inform consumer choice, and promoted by treatment providers, 

operators and the regulator. This is potentially another instance where gamblers are not 

afforded parity of esteem with other groups of consumers.  

We recognise this is a difficult area for regulators and treatment providers, as blocking 

software is a technical product. We recommend the creation of a minimum standards 

framework for gambling blocking software.  

In addition, there could more joined-up action across government, the regulator, operators 

and treatment providers, to facilitate access to the best tools for consumer protection.  

There appears to be a need for communication to consumers, to build understanding and 

confidence in self-exclusion and to clarify the differences between blocking software 

products.  

 


